Internet Bookstore – Risk assesment and plan

<student name>

Risk matrices are easy to use and to understand by business users within an organization.  Therefore, they have become widely used.  This paper provides a score matrix developed for the Internet Book store that can be used to categorize and react to information technology security incidents.  <replace with more student text>

In Table 1, the columns correspond to the severity of a security incident.  The rows describing the domains correspond to the areas that will be affected by a security incident.  Each cell describes the impact of a security incident on the domain based on the severity of the incident. The same color scheme was applied to all the tables.  Green corresponds to low risk, yellow to moderate risk, orange to high risk, and red to extreme risk.
Table 1
 Risk-impact Scoring
	Domain
	1

Insignificant
	2

Minor
	3

Moderate
	4

Major
	5

Catastrophic

	The customer
	
	
	
	
	

	Business Reputation
	
	
	
	
	

	Financial
	
	
	
	
	

	Legal
	
	
	
	
	

	The Bookstore
	
	
	
	
	

	The Bank
	
	
	
	
	

	The Courier
	
	
	
	
	

	Data and hardware infrastructure
	
	
	
	
	


Table 2 shows the likelihood scores.  The description should be based on frequency or probability. <replace with more student text>
Table 2
 Likelihood Scores
	Likelihood Score
	Description

	1  - Rare
	

	2  - Unlikely
	

	3  - Possible
	

	4  - Likely
	

	5  - Almost certain
	


Table 3 shows the 5x5 risk-scoring matrix.  The columns correspond to the risk-impact scores from Table 1, and the rows correspond with the likelihood scores from Table 2.  For each cell, the risk score is calculated by multiplying the column impact score with the row likelihood score. <replace with more student text>
Table 3
 Risk Scoring Matrix
	
	1  - Rare
	2  - Unlikely
	3  - Possible
	4  - Likely
	5  - Almost certain

	1  - Insignificant
	1
	2
	3
	4
	5

	2  - Minor
	2
	4
	6
	8
	10

	3  - Moderate
	3
	6
	9
	12
	15

	4  - Major
	4
	8
	12
	16
	20

	5  - Catastrophic
	5
	10
	15
	20
	25


Table 4 shows the mitigation/action matrix.  <replace with more student text>
Table 4
 Mitigation Matrix
	Score
	Risk
	Mitigation / Action

	1 - 3
	Low
	

	4 - 6
	Moderate
	

	8 - 12
	High
	

	15 - 25
	Extreme
	


Conclusion

<replace with more student text>
