CTC 362 Communication Systems Security 
Spring 2011
	Instructor
	Mike Marin
	E-Mail
	mmarin@csudh.edu

	Classroom
	NSM C213
	Class Time
	Saturdays  9am-11:45am

	Office
	NSM E109
	Office Hours
	Saturdays 12-1pm

	Phone
	(714) 327-5134
	URL
	http://csc.csudh.edu


CATALOG DESCRIPTION:  This course provides the foundation for understanding the key issues associated with protecting information assets, determining the levels of protection and response to security incidents, and designing a consistent, reasonable information security system, with appropriate intrusion detection and reporting features.
PRE-REQUISITES

· CSC 116 Introduction to Hardware

· CSC  228 Introduction to Networks
PREREQUISITES BY TOPIC: Students should be able to perform the following operations:
· Install, configure and troubleshoot PCs

· Identify the main Cisco IOS router startup components and modes 

· Identify and display the main Cisco IOS router configuration files 

· Configure and backup network operating systems

· Establish and set router passwords 

· Set the hostname of a router 

· Configure a router during initial setup

TEXTBOOK
Weller, R., Clements, R., Dugdale, K., et al. Introduction to the New Mainframe: Security, Redbook 2007. URL: http://www.redbooks.ibm.com/abstracts/sg246776.html
Cook, J., Cantalupo, J.C., & Lee, M. Security Guide for IBM i V6.1. Redbook 2009. URL: http://www.redbooks.ibm.com/abstracts/sg247680.html
Anderson, R. Security Engineering: A Guide to Building Dependable Distributed Systems. Wiley 2001. URL: http://www.cl.cam.ac.uk/~rja14/book.html
Parmar, S.K. Introduction to Computer, Internet & Network Systems Security. URL: http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.153.5669 

SUPPLEMENTAL READING MATERIAL

Menezes,  A.J., van Oorschot, P., & Vanstone, S.A. Handbook of Applied Cryptography, CRC Press, ISBN: 0-8493-8523-7, October 1996, Fourth Printing (July 1999).  URL: http://www.cacr.math.uwaterloo.ca/hac/
Whitman, M., & Mattord, H.. Principles of Information Security, 2nd Edition (Course Technology, 2005).

COURSE GOALS:  
The primary objective of this course is to teach students to analyze the vulnerabilities and related solutions in the area of networking, computer systems and imaging.  The course presents solutions ranging from cryptography and its applications to intrusion detection and practical countermeasures against network attacks through watermarking of images and biometric identification techniques

SPECIFIC INSTRUCTIONAL GOALS: The purpose of the course is to provide the student with an overview of the field of Information Security and Assurance.  

STUDENT LEARNING OUTCOMES: 

Upon completion of this course, students will be able to:
· Identify and prioritize information assets.

· Identify and prioritize threats to information assets.

· Define an information security strategy and architecture.

· Plan for and respond to intruders in an information system

· Describe legal and public relations implications of security and privacy issues.

· Present a disaster recovery plan for recovery of information assets after an incident.

Attendance:

The student is responsible for materials missed during an absence, whether excused or not.  Classes will start at the prescribed time and will end at the prescribed time. Instructor will be available during the posted office hours and you may make an appointment for times not posted. 
Grading Breakdown: 

	Quizzes
	15%

	Midterm Exam
	25%

	Final Exam
	30%

	Assignments
	15%

	Semester Project
	15%

	
	100%


Evaluation criteria explained: 

· Students are expected to be active participants in each class meeting. Full credit for participation will be extended to students who regularly ask questions, share observations, and contribute relevant personal experiences. 

· The mid-term examination will consist of objective questions and will require a technological comprehension that covers the lecture material and assigned readings. 

The assignments will consist of a number of individual in class and homework tasks.  Students will be given specific guidance on the amount of collaboration permitted for each assignment. Unless otherwise specified, all assignments are individual assignments, and thus must be completely the original work of the student submitting them and include proper citations to the published work of others.

Quizzes:

Quizzes will be given throughout the semester, at a rate of approximately 1 per chapter. Quizzes will always cover the material covered since the last Quiz or Exam. The quizzes will be combinations of objective and short-answer questions. Quizzes will be administered online via Blackboard. Makeup quizzes will not be given. However, the lowest quiz grade will be dropped. Any class material missed by the student is the student's responsibility to acquire.


Grading Scale: 

96-100 = A  
90-95 = A- 
 

87-89 = B+ 
83-86 = B 
80-82=B-

77-79=C+
73-76=C
70-72=C-

67-69=D+
61-66=D
below 60 = F

GENERAL POLICIES:

Academic Integrity

Academic integrity is of central importance in this and every other course at CSUDH. You are obliged to consult the appropriate sections of the University Catalog and obey all rules and regulations imposed by the University relevant to its lawful missions, processes, and functions. All work turned in by a student for a grade must be  student’' own work. Plagiarism and cheating (e.g. stealing or copying the work of others and turning it in as your own) will not be tolerated, and will be dealt with according to University policy. The consequences for being caught plagiarizing or cheating range from a minimum of a zero grade for the work you plagiarized or cheated on, to being dropped from the course.

There will be no makeup examinations and late assignments will not be accepted.
ATTENDANCE POLICY 

Excessive absences will result in lowered grades.  Excessive absenteeism, whether excused or unexcused, may result in a student’s course grade being reduced or in assignment of a grade of “F”.  Absences are accumulated beginning with the first day of class.

STUDENT ACADEMIC APPEALS PROCESS             

Authority and responsibility for assigning grades to students rests with the faculty.  However, in those instances where students believe that miscommunication, error, or unfairness of any kind may have adversely affected the instructor’s assessment of their academic performance, the student has a right to appeal by the procedure listed in the Undergraduate Catalog and by doing so within thirty days of receiving the grade or experiencing any other problematic academic event that prompted the complaint.

ADA STATEMENT

Students with disabilities, who believe they may need an academic adjustment in this class, are encouraged to contact Disabled Student Services as soon as possible to better ensure receipt of timely adjustments.

COURSE OUTLINE

	Week
	Date
	Reading assignment
	Topic

	1
	1/22
	Anderson - Ch 1
	Course Introduction

	
	
	Weller - Ch 3
	Security Concepts

	2
	1/29
	Parmer - Ch 2
	Basic Elements of Security

	
	
	Anderson - Ch 2
	Protocols

	3
	2/05
	Parmer - Ch 3
	Identification & Authentication

	
	
	Anderson - Ch 3 & 4
	Access Control

	4
	2/12
	Parmer - Ch 4 (108-127)
	Risk Analysis

	
	
	Anderson - Ch 22 (489-515)
	Threat Assessment

	5
	2/19
	Weller - Ch 5 & 6
	Hardware architecture for security

	
	
	Parmer - Ch 7
	Malicious Code

	6
	2/26
	Parmer - Ch 6
	intro to Cryptography

	
	
	Anderson - Ch 5
	

	7
	3/05
	Anderson - Ch 6
	Distributed Systems

	
	
	Anderson - Ch 18
	Network Attack and Defense

	8
	3/12
	
	Review

	
	
	
	Midterm exam

	9
	3/19
	Cook - Ch 1
	Security Management Practices

	
	
	Cook - Ch 2
	Security Processes and Policies

	10
	3/26
	Parmer - Ch 8
	Intro to VPN

	
	
	Cook - Ch 11
	

	11
	4/02
	N/A
	Spring Recess - No classes

	
	
	N/A
	Spring Recess - No classes

	12
	4/09
	Parmer - Ch 9
	Incident Investigation

	
	
	Anderson - Ch 16
	Information Warfare

	13
	4/16
	Cook - Ch 13
	Regulations and Standards

	
	
	
	Legal, Ethical, & Professional Issues

	14
	4/23
	Anderson - Ch 9
	Use Case: Banking and Bookkeeping

	
	
	
	

	15
	4/30
	Anderson - Ch 17
	Use Case: Telecom System Security

	
	
	
	

	16
	5/07
	Anderson - Ch 19
	Use Case: Protecting E-Commerce Systems

	
	
	
	

	17
	5/14
	
	Final Examination

	
	
	
	


Midterm exam is during the 8th week of the class and the date for the final exam is based on the final examination schedule printed in the campus Class Schedule. All projects are due no later than the last week of the semester.
